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11.1 Overview of Application Control Management

Definition
Application control management is a security mechanism that manages
permission to use application software based on the user group, filtering mode,
time range, and description.

Purpose
Various application software including amusement software emerges with the
rapid development of network technologies. If enterprise employees use
entertainment software during working hours, their working efficiency will be
lowered. Application control management can be configured to prohibit use of the
entertainment software during the working hours.
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11.2 Understanding Application Control Management
Application control management defines a series of conditions and actions to
manage users' application usage permission based on the user group, time range,
application protocol, and filtering mode.

User Group

Users that require the same application control management are classified into a
user group. Application control management takes effect for all members in the
user group.

Time Range

Application control management can be implemented at a specified time or
scheduled time range. The time range specifies the period of time during which
application control management takes effect.

Application Protocol

Matching rules are used to control application usage permission based on the
application protocol.

Filtering Mode

Two filtering modes are available:

1. Prohibit application.
2. Limit rate.

11.3 Licensing Requirements and Limitations for
Application Control Management

Involved Network Elements

Other network elements are not required.

Licensing Requirements

Application control management is a basic feature of a router and is not under
license control.

Feature Limitations
NO TE

Only AR100&AR120&AR150&AR160&AR200 series support application control management.
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11.4 Application Scenarios for Application Control
Management

Enterprise employees of various departments access the Internet through the
router, as shown in Figure 11-1. Some employees access entertainment software
such as QQ and Thunder during working hours, lowering their working efficiency.
Application control management is required to prohibit access to entertainment
software during working hours.

Application control management can be configured to prohibit applications such
as entertainment software.

Figure 11-1 Application control management
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11.5 Configuring Application Control Management

11.5.1 Enabling Deep Security Defense and Loading a
Signature File

Context

To use the application control management function, run the engine enable
command to enable deep security defense.

After enabling deep security defense, run the update restore sdb-default
command to upload the SA signature file if application control management is
used for the first time.

The SA signature file can be loaded only when the available memory space is
larger than the signature file size.
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Procedure

Step 1 Run engine enable

Deep security defense is enabled.

NO TE

After running the engine enable command, you can run the display sa information
command to view the SA status. If the SA status is enabled, deep security defense is
enabled successfully.

Step 2 Run update restore sdb-default

The SA signature file is restored to the factory default version.

----End

11.5.2 Configuring Application Control Management

Procedure

Step 1 Run system-view

The system view is displayed.

Step 2 Run web

The web view is displayed.

Step 3 Run user-set user-set-name

A web user group is created and the web user group view is displayed, or the view
of an existing web user group is displayed.

By default, the device contains two web user groups named VIP and Default.

Step 4 Run quit

Return to the web view.

Step 5 Run app-profile app-profile-name

An application control profile is created.

By default, the name of an application control profile is not configured.

Step 6 Run category category-name

The type of application protocols is configured.

By default, application protocol types are not added to the SA signature file.

NO TE

To use application control management, ensure that deep security defense has been
enabled and the SA signature file has been loaded.

Step 7 Run application application-name

The name of an application protocol is configured.
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By default, application protocol names are not added to the SA signature file.

NO TE

To use application control management, ensure that deep security defense has been
enabled and the SA signature file has been loaded.

Step 8 Run quit

Return to the web view.

Step 9 Run application-control user-set user-set-name app-profile app-profile-name
type { cir cir-value | application-deny } [ time-range time-range-name ]
[ description description-text ]

Application control management is configured for a user group.

By default, application control management is not configured for a user group.

----End

11.6 Configuration Examples for Application Control
Management

11.6.1 Example for Configuring Application Control
Management

Networking Requirements

In Figure 11-2, enterprise employees of the R&D department access the Internet
through the RouterA. The enterprise wants to prohibit access to games such as
ChinaGameOnline, to ensure high working efficiency of R&D engineers.

Figure 11-2 Application control management
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Configuration Roadmap

The configuration roadmap is as follows:

1. Create user group Development.
2. Create application control profile game and add the application type

ChinaGameOnline to the profile.
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3. Configure application control management on the router to prohibit R&D
employees from accessing games such as ChinaGameOnline.

Procedure

Step 1 Create user group Development and add all the members in the R&D department
to the user group.
<Huawei> system-view
[Huawei] web
[Huawei-web] user-set development
[Huawei-web-user-set-development] user-ip from 192.168.10.1 to 192.168.10.254 description 
development
[Huawei-web-user-set-development] quit

Step 2 Create application control profile game and add the application type
ChinaGameOnline to the profile.
[Huawei-web] app-profile game
[Huawei-web-app-profile-game] application ChinaGameOnline
[Huawei-web-app-profile-game] quit

Step 3 Configure application control management on the router to prohibit R&D
employees from accessing games.
[Huawei-web] application-control user-set development app-profile game type application-deny

Step 4 Verify the configuration.

# Run the display this command to view the application control management
configuration.

[Huawei-web] display this
#                                                                               
 user-set development
  user-ip from 192.168.10.1 to 192.168.10.254 description development            
#
 app-profile game                                                               
  application ChinaGameOnline                                                    
 application-control user-set development app-profile game type application-deny
#                                                                               
return                                                                          

----End

Configuration Files
#
 sysname Huawei
#                                                                               
 engine enable                                                                  
#                                                                               
 user-set development
  user-ip from 192.168.10.1 to 192.168.10.254 description development            
#
 app-profile game                                                               
  application ChinaGameOnline                                                    
#                                                                               
 application-control user-set development app-profile game type application-deny
#                                                                               
return                                                                          
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